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CHAPTER ONE

1.0 BRIEF HISTORY OF STUDENTS INDUSTRIAL WORK
EXPERIENCE SCHEME (SIWES)

At the early stages of the development of education in Nigeria, there was a
problem of the gap between theory and practical skills of students. Therefore,
there was a need to give students the opportunity to get real work experience. The
Student Industrial Work Experience Scheme (SIWES) introduction, initiation and
design was done by the Industrial

Training Fund (I.T.F.) in 1973 to acquaint students with the skills of handling
employer's equipment and machinery. The Industrial Training Fund (I.T.F) solely
funded the scheme during its formative years. However, due to financial
constraints, the fund withdrew from the scheme in 1978.

The Federal Government, noting the significance of the skills training handed the
management of the scheme to both the National Universities Commission
(N.U.C) and the National Board for Technical Education (N.B.T.E) in 1979. The
management and implementation of the scheme was however reverted to the
I.T.F by the Federal Government in November, 1984 and the administration was
effectively taken over by the Industrial Training Fund in July 1985, with the
funding solely borne by the Federal Government.



1.1 ABOUT STUDENTS INDUSTRIAL WORK EXPERIENCE SCHEME

The Students Industrial Work Experience Scheme (SIWES) is a skills training
programme designed to expose and prepare students of universities and other
tertiary institutions for the Industrial Work situation they are likely to meet after
graduation.

Consequently, the SIWES programme is a compulsory graduation requirement
for all Nigerian university students offering certain courses. The scheme is aimed
at bridging the existing gap between theory and practice of Sciences, Agriculture,
Medical Sciences (including Nursing), Engineering and Technology,
Management, and Information and Communication Technology and other
professional educational programmes in the Nigerian tertiary institutions.

Prior to establishing the Scheme, industrialists and other employers of labour felt
concerned that graduates of Nigeria Universities were deficient in practical
background studies preparatory for employment in Industries and other
organizations. The employers thus concluded that the theoretical education being
received in our higher institutions was not responsive to the needs of the
employers of labour.

The scheme is a tripartite programme involving the students, the universities and
the employers of labour. It is funded by the Federal Government and jointly
coordinated by the Industrial Training Fund (ITF) and the National Universities
Commission (NUC).



1.2 OBJECTIVES OF SIWES
1. To provide students with relevant practical experience.

2. To satisfy accreditation requirements set by the Nigerian Universities
Commission (NUC)

3. To familiarize students with typical environments in which they are likely to
function professionally after graduation.

4. To provide student an opportunity to see the real world of their discipline and
consequently bridge the gap between the University work and actual practice.

5. To enhance students, contact for future employment

6. To provide access to equipment and other facilities that would not normally
be available in the University workshop

7. To solve, the problem of inadequate practical skills, preparatory for
employment in industries by Nigerian graduates of tertiary institution.

8. To promote and encourage the acquisition of skills in industry and commerce,
with a view of generating a pool of indigenous trained manpower sufficient to
meet the needs of the economy.

1.3 DURATION OF ATTACHMENT FOR SIWES

The minimum duration for SIWES should normally be 24 weeks (6 months) at a
stretch. The period is longer for engineering and technology programmes. The
ITF will not pay for any attachment period that is less than 24 weeks.

In most institutions, SIWES is done at the end of the 2nd semester examination
of either 300, 400 or 500 level. The time and duration will have to be worked out
jointly by each school and the directorate and the ITF.



CHAPTER TWO

DESCRIPTION OF THE ESTABLISHMENT OF ATTACHMENT
2.0 LOCATION AND BRIEF HISTORY OF ESTABLISHMENT

BICTECH an award-winning solutions Provider is a diversified and fully integrated
conglomerate. The company’s interests span a range of sectors in Nigeria and across
Africa. The core business focus of the company which started operations in 2009,
registered under the Corporate Affairs Commission (CAC) in 2015 is to provide local,
value-added products and services that meet the basic needs of populace. This company
is located at No 20, Yanbule Estate, Basorun, Ibadan, Oyo-State

Services.

Some of the businesses being managed by BICTech Solutions Limited presently include:
1. BICTech Solution and InfoTech, an ICT company.

2. BICTech Mobile Computer Academy. (BI-MCA NIG)

3. BEST-SCH

4. EB Holidays and Adventure

5. BICTech Solutions Motors and Logistics(bismal.com.ng)

6. BICTech Agribiz and Industry Limited.

7. BICTech Innovative Banking Services.



2.1 UNITSIN THE ESTABLISHMENT AND THEIR FUNCTIONS

Following units exist in establishment:

e Network Administration Department
This department is saddled with the responsibility of designing the entire network;
provide network service to clients of data, voice and video. Staff in this unit
includes network engineers and system analysts.

e Programming Department

The programming department is tasked with the development and maintenance
of software applications, ensuring their functionality and efficiency. This
department plays a crucial role in creating solutions tailored to meet the
organization's needs and requirements. Staff in this unit includes software
engineers, programmers, and quality assurance analysts.

e Technical Department
The technical department carries out all forms of technical activities which
include amongst other things; uninterrupted power supply to the unit,
Installations of solar systems and Security cameras (CCTV). Staff in this unit
includes technical officers, riggers and students on IT.



CHAPTER THREE

WORK EXPERIENCE
3.0 DEPARTMENT I WORKED IN

During my internship, I had the opportunity to work in the Cybersecurity Department, a
critical area within the organization dedicated to protecting sensitive information and
ensuring the integrity of our digital infrastructure. This department plays a vital role in
safeguarding against cyber threats and implementing security measures that align with
industry best practices.

Overview of the Department

The Cybersecurity Department is comprised of a diverse team of professionals, each
specializing in different aspects of cybersecurity, including network security, incident
response, risk management, and compliance. The collaborative environment fostered a
culture of continuous learning and knowledge sharing, which was instrumental in my
professional development.

Key Responsibilities
In this department, I was involved in several key responsibilities that provided me with
hands-on experience in various cybersecurity practices:

- Monitoring Security Systems: I assisted in monitoring security alerts and logs to
identify potential threats or unusual activities within the network. This task helped me
understand the importance of proactive threat detection.

- Conducting Risk Assessments: I participated in risk assessment activities, evaluating
the vulnerabilities of our systems and recommending appropriate mitigation strategies.
This experience taught me how to analyze risks effectively and prioritize security
measures.

- Supporting Incident Response: I had the chance to observe and assist with incident
response efforts. This involved analyzing security breaches and working with the team
to develop response plans that minimized impact and restored normal operations.



Learning Environment

The department emphasized a strong learning culture, encouraging interns like myself
to ask questions and seek guidance from experienced staff members. Weekly team
meetings provided insights into ongoing projects and emerging threats in the
cybersecurity landscape. Additionally, I was encouraged to participate in training
sessions that covered various tools and methodologies used in the field.

3.1 ATTENDING PHYSICAL AND VIRTUAL LECTURES

During my internship, I had the opportunity to attend a series of both physical and
virtual lectures that were instrumental in deepening my understanding of cybersecurity
concepts and practices. Each format offered unique advantages, contributing to a well-
rounded educational experience.

Physical Lectures

Attending physical lectures was particularly engaging. These sessions provided an
interactive environment where I could directly engage with instructors and fellow
students. The face-to-face interactions fostered lively discussions, allowing us to
explore complex topics in depth. I appreciated the ability to ask questions in real-time
and receive immediate feedback, which helped clarify difficult concepts.

The physical setting also facilitated group activities and hands-on demonstrations. For
instance, we participated in live demonstrations of network security tools and
techniques, which enhanced my understanding of how theoretical knowledge translates
into practical applications. The collaborative atmosphere encouraged teamwork, as we
often worked in groups to solve case studies or tackle cybersecurity challenges.

Virtual Lectures

In contrast, the virtual lectures offered flexibility that was invaluable during my
internship. These sessions allowed me to attend classes from anywhere, which was
particularly beneficial for accessing resources and materials that might not have been
available during physical lectures. The recorded sessions enabled me to revisit complex
topics at my own pace, reinforcing my learning.

Virtual lectures also utilized various multimedia tools, such as interactive polls and
breakout rooms for small group discussions. This technology-enhanced learning
experience kept me engaged and allowed for a diverse range of perspectives on
cybersecurity issues. Additionally, the use of online forums provided a platform for
ongoing discussions outside of lecture hours, further enriching my understanding of the



subject matter.
Key Takeaways

Both physical and virtual lectures played crucial roles in my education. The physical
lectures offered direct interaction and hands-on experiences that are essential for
grasping practical cybersecurity skills. Meanwhile, the virtual lectures provided
flexibility and access to a broader array of resources, accommodating different learning
styles.

Overall, these varied learning experiences helped me build a strong foundation in
cybersecurity principles while preparing me for real-world applications in the field. The
combination of both formats not only enhanced my knowledge but also equipped me
with the skills necessary to navigate the evolving landscape of cybersecurity
effectively.

3.2 KEY TOPICS COVERED IN LECTURES

Throughout my internship, the lectures I attended covered a wide array of key topics
essential to understanding the field of cybersecurity. Each topic was designed to build
upon the last, creating a comprehensive curriculum that addressed both foundational
concepts and advanced practices. Here are some of the most significant subjects we
explored:

Introduction to Cybersecurity Science

The course began with an overview of cybersecurity science, emphasizing its
importance in today’s digital landscape. We discussed the fundamental principles of
cybersecurity, including the need for protecting sensitive information and the
consequences of security breaches. This foundational knowledge set the stage for more
complex topics.

Threat Analysis and Vulnerability Assessment

One of the core components of our studies involved learning how to conduct threat
analysis and vulnerability assessments. We examined various types of cyber threats,
including malware, phishing, and denial-of-service attacks. The lectures highlighted
methodologies for identifying vulnerabilities within systems and assessing their
potential impact. This knowledge is crucial for developing effective security strategies.



Network Defense Strategies

Understanding how to defend networks against cyber threats was another critical topic.
We explored various network defense strategies, including firewalls, intrusion detection
systems (IDS), and intrusion prevention systems (IPS). The lectures provided insights
into how these tools work together to create a layered security approach, protecting
networks from unauthorized access and attacks.

Ethical Hacking Fundamentals

A particularly engaging aspect of the curriculum was the introduction to ethical
hacking. We learned about the role of ethical hackers in identifying vulnerabilities
before malicious actors can exploit them. The lectures covered essential techniques
used in penetration testing, including reconnaissance, scanning, and exploitation. This
topic not only broadened my understanding of cybersecurity but also emphasized the
ethical considerations inherent in hacking practices.

Incident Response Planning

The lectures also included discussions on incident response planning, which is vital for
organizations to effectively manage and mitigate security incidents. We learned about
the stages of incident response—from preparation and detection to containment,
eradication, and recovery. Understanding these processes is essential for minimizing
damage during a cybersecurity breach.

3.3 PRACTICAL APPLICATIONS IN CYBERSECURITY

During my internship, I had the opportunity to engage in various practical applications
that allowed me to translate theoretical knowledge into real-world cybersecurity
practices. These experiences were essential for understanding how to effectively protect
information systems and mitigate potential threats.

Hands-On Experience with Vulnerability Assessments

One of the core activities I participated in was conducting vulnerability assessments.
This systematic process involved identifying, classifying, and prioritizing
vulnerabilities within our organization’s systems. Using tools like Nessus and Qualys, I
learned to perform network scans and generate detailed reports highlighting security
weaknesses. The assessments were critical for understanding our attack surface and



determining how to allocate resources effectively to address identified vulnerabilities.
Implementing Security Measures

I also gained hands-on experience in implementing various security measures based on
the findings from our vulnerability assessments. This included configuring firewalls
and intrusion detection systems (IDS) to enhance our network security posture. |
learned how to apply best practices for securing both internal and external assets,
ensuring that sensitive data remained protected from unauthorized access. This practical
application reinforced the importance of having layered security protocols in place.

Collaboration with Team Members

Working closely with experienced cybersecurity professionals provided me with
insights into industry standards and best practices. Collaborating on projects allowed
me to see how different roles within a cybersecurity team contribute to overall security
efforts. This teamwork was essential for developing a comprehensive understanding of
how to approach complex security challenges effectively.

Real-World Case Studies

Throughout my internship, we analyzed real-world case studies of cyber incidents.
Examining these cases helped contextualize the theoretical concepts discussed in
lectures and highlighted the importance of proactive measures in cybersecurity.
Understanding what went wrong in these incidents provided valuable lessons on how
similar vulnerabilities could be addressed or prevented in our own systems.

Continuous Learning and Adaptation

The practical applications I engaged in emphasized the need for continuous learning
and adaptation within the field of cybersecurity. As new threats emerge regularly,
staying informed about the latest vulnerabilities and attack vectors is crucial for
maintaining an effective security posture. This experience instilled a sense of
responsibility to remain vigilant and proactive in identifying potential risks.

3.4 Tutoring Co-SIWES Students

During my internship, I had the rewarding experience of tutoring co-SIWES (Students
Industrial Work Experience Scheme) students in the basics of cybersecurity. This role
not only allowed me to share my knowledge but also reinforced my understanding of

fundamental concepts in the field.



Developing a Curriculum

To effectively teach my peers, I developed a structured curriculum that covered
essential topics in cybersecurity. The curriculum included foundational subjects such
as:

- Introduction to Cybersecurity: I introduced students to the importance of
cybersecurity in protecting sensitive information and systems from cyber threats.

- Common Cyber Threats: We discussed various types of cyber threats, including
malware, phishing, and denial-of-service attacks, helping students recognize and
understand these risks.

Interactive Learning Environment

I aimed to create an interactive learning environment where students felt comfortable
asking questions and participating in discussions. This approach encouraged
collaboration and allowed us to explore complex topics together. I utilized various
teaching methods, including:

- Group Discussions: Facilitating group discussions on recent cybersecurity incidents
helped students analyze case studies and understand the implications of security
breaches.

Challenges Faced

While tutoring was rewarding, it also came with challenges. Some students struggled
with complex concepts or lacked prior knowledge in IT fundamentals. To address this, I
adapted my teaching style by breaking down difficult topics into simpler components
and providing additional resources for those who needed extra help.

Personal Growth

Tutoring co-SIWES students not only benefited them but also contributed significantly
to my personal growth. It enhanced my communication skills and taught me how to
convey technical information clearly and effectively. Additionally, the experience
deepened my understanding of cybersecurity principles as I had to prepare thoroughly
for each session.

3.5 Introduction to Tutoring Cybersecurity Basics



As I embarked on my journey of tutoring co-SIWES students, I recognized the
importance of laying a solid foundation in cybersecurity basics. My goal was to create
an engaging and informative learning experience that would equip students with
essential knowledge and skills in this critical field.

Curriculum Development

To effectively introduce students to cybersecurity, I developed a structured curriculum
that covered fundamental topics. This curriculum included:

- Overview of Cybersecurity: I began with an introduction to what cybersecurity is
and why it 1s vital in today’s digital world. This included discussions on the various
threats individuals and organizations face, such as malware, phishing, and data
breaches.

- Basic Networking Concepts: Understanding networking is crucial for grasping
cybersecurity principles. I taught students about IP addressing, network protocols, and
the role of firewalls in protecting networks.

- Common Cyber Threats: We explored various types of cyber threats, focusing on
how they operate and the potential impact they can have on individuals and
organizations. This included detailed discussions on phishing attacks, ransomware, and
denial-of-service attacks.

Interactive Learning Approach

I emphasized an interactive learning approach to keep students engaged. This involved:
- Hands-On Activities: Practical exercises were a key component of my tutoring
sessions. For example, I guided students through basic vulnerability assessments using
tools like Nessus, allowing them to apply theoretical concepts in a real-world context.

- Group Discussions: Encouraging group discussions fostered a collaborative learning
environment. Students shared their thoughts on recent cybersecurity incidents, which
helped them analyze case studies and understand the implications of security breaches.

Assessing Understanding

To ensure that students grasped the material effectively, I implemented various
assessment methods:



- Quizzes and Assignments: Regular quizzes tested their understanding of key
concepts, while practical assignments allowed them to demonstrate their skills in real
situations.

- Feedback Sessions: One-on-one feedback sessions provided opportunities for
students to ask questions and clarify any doubts they had about the material covered.

Personal Growth as a Tutor

This experience not only benefited my students but also contributed significantly to my
personal growth. Tutoring enhanced my communication skills and taught me how to
convey technical information clearly and effectively. Additionally, preparing for each
session deepened my own understanding of cybersecurity principles.

3.6 ASSESSING STUDENTS PROGRESS

Assessing student progress is a critical component of the tutoring process, particularly
in a complex field like cybersecurity. Throughout my experience tutoring co-SIWES
students, I employed various strategies to evaluate their understanding and mastery of
the material covered during our sessions.

Establishing Clear Learning Objectives

To effectively assess student progress, I first established clear learning objectives for
each session. These objectives outlined what students were expected to learn and
achieve by the end of each topic. This clarity helped both me and the students focus on
specific outcomes, making it easier to gauge their understanding.

Tracking Progress Over Time

To gain a comprehensive view of each student's progress, I maintained a record of their
performance over time. This included tracking quiz scores, assignment grades, and
feedback from practical exercises. By analyzing this data, I could identify trends in
their learning and adjust my teaching strategies accordingly to better meet their needs



CHAPTER FOUR

4.0 SUMMARY OF ATTACHMENT ACTIVITIES

Throughout my internship in the Cybersecurity Department, [ engaged in a variety
of activities that significantly enriched my understanding of cybersecurity
principles and practices. This summary encapsulates the key experiences and
learning outcomes from my attachment.

Overview of Responsibilities

During my time in the department, I was involved in several core responsibilities
that provided hands-on experience in cybersecurity. These included conducting
vulnerability assessments, monitoring security systems, and participating in
incident response drills.

Attendance at Lectures

I attended both physical and virtual lectures that covered a wide range of topics
essential to cybersecurity. These lectures provided foundational knowledge on
subjects such as threat analysis, network defense strategies, and ethical hacking.
The interactive nature of the sessions facilitated discussions that deepened my
understanding and encouraged critical thinking.

Practical Applications

The practical applications I engaged in were particularly impactful. I had the
opportunity to work with various cybersecurity tools, such as Nessus for
vulnerability scanning and Burp Suite for web application testing. These hands-on
experiences were crucial for developing my technical skills and understanding
how to implement security measures effectively. Even tho I was not able to do a
lot of the practical applications

Tutoring Experience

In addition to my learning, I took on the role of tutoring co-SIWES students in
cybersecurity basics. This experience allowed me to develop a structured
curriculum, create interactive learning sessions, and assess student progress



through quizzes and practical assignments. Tutoring not only reinforced my own
understanding but also enhanced my communication and teaching skills.

Collaboration and Teamwork

Collaboration with experienced professionals in the department was another key
aspect of my attachment. Working alongside a diverse team allowed me to gain
insights into best practices and industry standards. Team projects fostered a sense
of camaraderie and highlighted the importance of teamwork in addressing
complex cybersecurity challenges.

Challenges Faced

While the internship was largely positive, it also presented challenges. Adapting
to varying levels of prior knowledge among students during tutoring sessions
required flexibility in my teaching approach. Additionally, navigating real-time
security incidents during drills tested my ability to think critically under pressure.
And I also have issues concerning my laptop, Which drag me back a bit during the
practical application.

4.1 FEEDBACK ON THE PROGRAM

Throughout my internship in the Cybersecurity Department, I had the opportunity
to gather and reflect on feedback regarding the program from both my peers and
mentors. This feedback was invaluable in assessing the effectiveness of the
learning environment and identifying areas for improvement.

Positive Aspects of the Program

Many participants expressed appreciation for the structured approach of the
program. The combination of theoretical lectures and practical applications was
highlighted as a key strength. Interns noted that this blend allowed them to connect
concepts learned in class with real-world scenarios, enhancing their understanding
of cybersecurity principles.



Additionally, the interactive nature of both physical and virtual lectures received
positive feedback. Students appreciated the opportunity to engage in discussions,
ask questions, and participate in hands-on activities. This engagement fostered a
collaborative learning atmosphere where ideas could be freely exchanged, making
the learning experience more enriching.

The availability of experienced mentors was also frequently mentioned. Many
interns felt supported by their supervisors, who provided guidance and shared
valuable insights from their own experiences in the field. This mentorship helped
interns navigate challenges and encouraged them to explore various aspects of
cybersecurity.

Areas for Improvement

While the program received largely positive feedback, several areas for
improvement were identified. One common suggestion was to incorporate more
hands-on workshops focused on specific cybersecurity tools and techniques.
Interns expressed a desire for additional practical sessions that would allow them
to deepen their technical skills in a more structured manner.

Another area highlighted was the need for more resources for self-study. Some
interns felt that supplementary materials, such as recommended readings or online
courses, would enhance their learning experience outside of formal sessions.
Providing access to these resources could help students reinforce their
understanding and explore topics in greater depth.

4.2 Suggestions for Improvement of the Scheme

Based on the feedback received during my internship and my observations
throughout the program, several suggestions can be made to enhance the
effectiveness of the cybersecurity training scheme. These improvements aim to
create a more engaging and comprehensive learning experience for participants.



1. Incorporate More Hands-On Workshops

One of the most significant recommendations is to increase the number of hands-
on workshops focused on specific cybersecurity tools and techniques. While
theoretical knowledge is essential, practical experience is crucial for developing
technical skills. Workshops that allow students to work directly with tools like
Nessus, Wireshark, and Burp Suite would provide invaluable real-world
experience and better prepare them for future challenges in the field.

2. Implement Continuous Learning Opportunities

To foster a culture of continuous improvement, it would be beneficial to
implement ongoing learning opportunities beyond the initial training sessions.
This could include:

- Microlearning Modules: Short, focused sessions on specific topics such as
phishing prevention or password management can be integrated into daily
workflows, allowing students to learn in bite-sized pieces.

- Scenario-Based Training: Real-life simulations enable students to practice
threat response in controlled settings, preparing them for actual risks they may
encounter in their careers.

4. Increase Access to Resources

Providing additional resources for self-study can enhance the learning
experience. This could include:

- Recommended Readings: Curating a list of books, articles, and online courses
that cover various aspects of cybersecurity will allow students to explore topics
in greater depth.

- Access to Online Platforms: Subscriptions to platforms offering cybersecurity
simulations or labs can give students hands-on experience outside of formal
sessions.



4.3 Conclusion

In conclusion, my internship in the Cybersecurity Department provided a
comprehensive and enriching experience that significantly enhanced my
understanding of cybersecurity principles and practices. Throughout this journey,
I engaged in a variety of activities, including attending lectures, conducting
vulnerability assessments, and tutoring co-SIWES students. Each of these
experiences contributed to a well-rounded education that bridged the gap
between theory and practical application.

The combination of theoretical knowledge gained from lectures and hands-on
experience with cybersecurity tools allowed me to develop essential skills
needed in the field. Participating in incident response drills and collaborating
with experienced professionals further deepened my understanding of real-world
challenges and best practices in cybersecurity.

As I reflect on my time in the program, I am grateful for the opportunities to
learn, grow, and contribute to the cybersecurity community. This experience has
solidified my passion for the field and equipped me with the foundational skills
necessary to navigate its complexities. I am excited to carry forward these
lessons into my future endeavors, confident that [ am better prepared to address
the evolving challenges in cybersecurity.
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