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A. INTRODUCTION TO CYBERCRIME

Definition of Crime

Crime is a complex and multifaceted phenomenon that defies simple categorization. Scholars,
criminologists, and legal experts have offered various definitions of crime, each reflecting
different perspectives, theoretical frameworks, and societal contexts. Below are several

definitions of crime, drawn from prominent scholars and authoritative sources:

Legal Definition: According to Black's Law Dictionary, crime is defined as "a violation of a law
that prohibits a certain behavior or activity.” This definition emphasizes the legal aspect of crime,
viewing it as an act that contravenes established statutes and regulations within a given
jurisdiction (Garner, 2019).

Sociological Definition: From a sociological perspective, crime can be understood as "any
behavior that violates social norms and is subject to official sanction™ (Schmalleger, 2016). This
definition highlights the role of social norms and values in shaping perceptions of deviance and

criminality within society.

Criminological Definition: Criminologists define crime as "a socially constructed concept that
encompasses a range of behaviors deemed harmful or undesirable by society, subject to varying
degrees of enforcement and punishment™ (Akers & Sellers, 2004). This definition acknowledges
the dynamic and contested nature of crime, influenced by cultural, political, and historical

factors.

Ethical Definition: From an ethical standpoint, crime can be defined as "an immoral or wrongful
act that infringes upon the rights and freedoms of others, regardless of legal prohibitions"
(Boonin, 2008). This definition underscores the moral dimensions of criminal behavior and the

importance of ethical considerations in defining and addressing crime.

The diverse definitions offered by legal scholars, sociologists, criminologists, victimologists, and
ethicists reflect the myriad perspectives and approaches to understanding and addressing

criminal behavior.



What is Cybercrime?

Cybercrime refers to criminal activities that are carried out using computers, networks, or digital
technologies. These offenses often involve the unauthorized access, manipulation, or theft of
digital data, as well as the disruption or sabotage of computer systems and online networks for

illicit purposes.

According to the UNODC, cybercrime is defined as "crimes committed on the internet using the
computer as either a tool or a targeted victim." This definition encompasses a wide range of
illegal activities, including hacking, malware distribution, online fraud, identity theft,
cyberbullying, and the dissemination of illegal content. The FBI defines cybercrime as "any
crime where a computer is used as the primary means of commission, target, or tool." This
definition emphasizes the central role of computers and digital technologies in the commission of
criminal activities, highlighting the diverse nature of cybercrimes and their impact on

individuals, organizations, and society.

The Council of Europe Convention on Cybercrime, also known as the Budapest Convention,
defines cybercrime as "offenses against the confidentiality, integrity, and availability of computer
data and systems.” This definition encompasses a broad spectrum of criminal acts, including
unauthorized access to computer systems, data interference, system interference, and computer-
related fraud and forgery. Cybercrime is also seen as "criminal activity that involves a computer,
networked device, or network." This definition underscores the technological aspect of
cybercrimes and acknowledges the interconnected nature of digital systems and networks that are

vulnerable to exploitation by cybercriminals.

According to the European Union Agency for Cybersecurity, cybercrime are "illegal acts
targeting computer systems, networks, or devices, including hacking, malware, ransomware,
phishing, identity theft, online fraud, and other malicious activities." This comprehensive
definition covers a wide range of cyber threats and criminal behaviors perpetrated in cyberspace.
(Source: ENISA)



B. HISTORICAL EVOLUTION OF CYBERCRIME

Marcum (2014) traced the evolution of cybercrime to a continuum of development that spanned

three generations.

The first generation is characterized by the illegal exploitation of mainframe computers and their
operating system. These criminal behaviors are usually perpetrated for financial gain or to
acquire or destroy restricted information. Cybercriminals can research on how to commit crimes
such as building a pipe bomb. These types of cybercrimes laid the foundation for a new level of

criminality.

The second generation of cybercrime is those that use networks. Hacking and cracking were
common forms of cybercrime in this generation. They were used by early phone “phrekers” who
“cracked” telephone systems to make free calls. During this era land lines were common but cell
phones were not. People had to pay for long distance calls, thus crackers found illegal ways to
make free phone calls. Crackers eventually developed into hackers. Hackers used their
knowledge of telephone and computer systems to access private information by networked
computers. Second generation cybercrimes are known as “hybrid” crimes. This is because they
fall between traditional and true cybercrimes. They are traditional crimes already in existence but
expanded and adapted through the use of the internet. For example, crackers stole money from
telecommunication companies by discovering how to make free calls. Their criminality prepared
the ground for hackers to commit the same type of crime on the internet in a better, faster, less

detectably way.

The Third generation of cybercrime came into being as a result of the broadband ability of the
internet. These crimes would not exist if the internet was not developed as they only occur in the

cyberspace. Example, spam mails, viruses, malwares etc.



C. TYPES OF CYBERCRIME

Cybercrime includes a wide range of illegal activities that are perpetrated using computers,
networks, or digital technologies.

Financial Cybercrimes:

v" Online Fraud: Involves deceptive practices to obtain financial or personal information
from individuals or organizations. Examples include phishing scams, identity theft, credit
card fraud, and investment scams.

v' Ransomware: Malicious software that encrypts a victim's data and demands payment
(usually in cryptocurrency) for decryption. Ransomware attacks can cripple businesses,
disrupt critical services, and result in financial losses.

v' Banking Trojans: Malware designed to steal banking credentials and conduct
unauthorized transactions. Banking Trojans often target online banking users through

techniques such as keystroke logging and screen capturing.

Cyber Espionage and Information Theft:

v' Corporate Espionage: Involves the theft of proprietary information, trade secrets, or
intellectual property from businesses or organizations. Cyber spies, often sponsored by
nation-states or competitors, target organizations to gain a competitive advantage or
political leverage.

v Data Breaches: Unauthorized access to and exfiltration of sensitive data, including
personally identifiable information (PII), financial records, and healthcare records. Data
breaches can result from vulnerabilities in systems, insider threats, or targeted attacks by

cybercriminals.
Cyber Attacks on Critical Infrastructure:

v Distributed Denial of Service (DDoS) Attacks: Overwhelm a target's servers or

networks with a flood of traffic, rendering them inaccessible to legitimate users. DDoS



attacks can disrupt essential services, such as banking, transportation, or
telecommunications.

v Cyber Attacks on Power Grids and Utilities: Target critical infrastructure systems,
such as power grids, water treatment facilities, or transportation networks, to disrupt
services or cause widespread outages. These attacks pose serious threats to public safety

and national security.
Cyber Extortion and Blackmail:

v Sextortion: Involves coercing individuals into performing sexual acts or sharing explicit
content under the threat of exposure or public humiliation. Cybercriminals use tactics
such as phishing emails, social engineering, or compromised webcams to target vicbtims.

v' Extortionware: Malware that threatens to publish or delete sensitive data unless a
ransom is paid. Extortionware attacks leverage vulnerabilities in systems or compromise

user credentials to extract payment from victims.
Cyber Harassment and Online Abuse:

v' Cyberbullying: Harassment, intimidation, or humiliation of individuals through digital
channels, such as social media, messaging platforms, or online forums. Cyberbullying
can have serious psychological and emotional consequences for victims, particularly
children and adolescents.

v Revenge Porn: Non-consensual distribution of intimate or explicit images or videos with
the intent to embarrass, humiliate, or extort the victim. Revenge porn is a form of online

abuse that violates privacy and can lead to reputational harm and emotional distress.
Cyber Attacks on Individuals and 10T Devices:

v' Malware Attacks: Malicious software designed to compromise and control individual
devices, such as computers, smartphones, or Internet of Things (I0T) devices. Malware
variants include viruses, worms, Trojans, and spyware.

v' Botnets: Networks of compromised devices (botnets) that are remotely controlled by
cybercriminals to carry out coordinated attacks, such as DDoS attacks, spam campaigns,

or cryptocurrency mining.



Online Child Exploitation and Abuse:

v Child Pornography: Production, distribution, or possession of sexually explicit images
or videos involving children. Child pornography is a serious form of online exploitation
that victimizes minors and contributes to the proliferation of illicit content online.

v" Online Grooming: Predatory behavior by adults seeking to establish relationships with
children for the purpose of sexual exploitation or abuse. Online groomers use social

media, gaming platforms, or chat rooms to manipulate and exploit vulnerable children.

D. CLASSIFICATION OF CYBERCRIME

Categorizing cybercrime is obviously as problematic as defining it. Nonetheless, scholars and
researchers have attempted to provide frameworks for cybercrime classification. Brenner (2001)
purpose four legal categories of cybercrime as follows:

i.  Prohibited conduct (atus resus)
ii.  Culpable menta state (mens rea)
iii.  Attendant circumstance, and

iv.  Forbidden result or ham.
Smith, Grabosky and Ubas (2004) posit three categories of cybercrime:

i.  Offence that involves the use of digital technologies in its commission.
Ii.  Targeted at computing and communication technologies or
iii.  Incidental to the commission of the other offences.

Nasi, Oksanen, Keipi and Rasanen (2015) cateogorize cybercrime into two levels: The
institutional level, comprising of larger-scale cyber-attacks that target governments, institutions
and multinational corporations often carried out by hackers or cyber terrorists. The individual
level, comprising of victimization by known offenders or where the victim is particularly
targeted. While this two-level categorization offers important insights on the concept of
cybercrime, it should be noted that when a cyber-attack is politically or ideological motivated it

no longer fits into the category of cybercrime and can be best described as cyberterrorism.
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001) offers a classification of cybercrime that is frequently cited in cybercrime literature

nclude:

Cyber- trespass (the unauthorized crossing of online boundaries);

Cyber-deception or theft (the fraudulent or illegal acquisition of information or
resources online);

Cyber-pornography/obscenity (displaying of obscene or sexually services expressive
content online);

Cyber-violence (the dissemination of harmful content online).

E. CAUSES OF CYBERCRIME

Impeding the Effort to Curtail Online Advance Fee Fraud There are a number of factors

that can impede the detection and prosecution of online advance fee fraud in both developed and

developing nations. Some of these factors include:

1.

2.

Nature of Cyberspace: There are a series of attributes on cyberspace that tend to make
policing cybercrime difficult. As mentioned in Oerlemans's thesis "investigating
cybercrime”, the challenges of anonymity encryption, jurisdiction, and the limits of
mutual legal assistance all hinder law enforcement like EFCC to prevent and control
cybercrimes (Oerlemans, 2017).

Ambiguity of the Cyber Law: Chaturvedi et al., (2014) observed that one of the
challenges law enforcement agencies face during the investigation is the law itself. The
law itself is a challenge because hacking a suspect's computer to obtain information is a
crime, and doing that will make the information not admissible in court. In such cases,
the law enforcement officer can also be charged according to the law. The law poses
restrictions to the officers that investigate cybercrime and obtaining information on
crimes committed via the internet is difficult because of the potential for anonymity.
Similarly, Tade (2013) also explained that contrary to the supernatural evidence of black

magic, Nigeria's constitution did not recognize any form of magic or charm.



Computer llliteracy: This is a challenging factor highlighted Oerlemans (2017) note that
the Nigerian law enforcement agencies like police and the EFCC are not computer savvy
and lack of compute forensic laboratory in the law enforcement agencies to investigate
and analyze cybercrime-related issues. This is a very vital factor most especially in the
contemporary society we are in today, where everything is mostly done online (Internet
of Things).

Lack of Centralized Government Body among Law Enforcement: The lack of
cooperation and coordination between countries can make it difficult for law enforcement
agencies to investigate and prosecute online advance fee fraud that crosses international
borders. Also, in Nigeria, there is no centralized government body among law
enforcement that collects and publishes cybercrime statistical reports. Irrespective of the
fact that these law enforcement agencies act solely, there should be a body that
centralizes the efforts of all agencies involved in preventing and controlling cybercrime
S0 as to assess the effectiveness of strategies implemented in policing Cyberspace in
Nigeria (Oyenuga, 2015).

Lack of Awareness: virtually most internet users in Nigeria are vulnerable to online
fraud because the lack of cyber security culture and awareness had made it easy for
cybercriminals to operate. That is, most internet users are insecure with their online
behaviors and are ignorant of properly protecting their personal and confidential
information which makes them vulnerable to being victimized. In line with the above,
Adelola, Dawson and Batmaz (2015) argued that just like most countries, there are
currently a definite lack in cyber security awareness in Nigeria.

Economic Inequality: Economic disparities and unequal access to opportunities
contribute to cybercrime. Individuals facing financial hardships may resort to
cybercriminal activities as a means of earning income or addressing financial pressures.
Unemployment and Underemployment: High levels of unemployment or
underemployment can lead individuals to seek alternative sources of income, including
engaging in cybercrimes such as online fraud, identity theft, or cyber extortion.
Globalization and Technological Advancements: The rapid pace of globalization and

technological advancements has created new opportunities for cybercrime. The



interconnected nature of digital networks and the global economy facilitates cross-border
cyber-attacks and online criminal activities.

9. Social Engineering and Psychological Factors: Cybercriminals often use social
engineering tactics to manipulate individuals into divulging sensitive information or
performing actions that compromise their security. Factors such as trust, curiosity, fear, or
greed can be exploited to facilitate cybercrime.

10. Inadequate equipment: Oyenuga (2015) revealed that law enforcement agencies have
been affected by many issues that Include the poor equipment in the agencies and the.
Just like it has been established from time immemorial that the effectiveness of most law
enforcement agencies in Nigeria has been hindered by a lack of sufficient, efficient, and
sophisticated equipment. As the criminal world advances in techniques and equipment for
criminal activities, law enforcements still lag. In essence, this always keeps the online

advance fee fraudsters or cyber criminals ahead of the law enforcement (Oyenuga, 2015).

In view of the above discussion, challenges facing the control and prevention of online advanced
fee fraud are from a general context. That is, neither the government/law enforcement nor the
general public is excluded in the control and prevention of online advance fee fraud in Nigeria.

F. EEFECTS OF CYBERCRIME

The effects of cybercrime are wide-ranging and can have significant implications for individuals,

businesses, governments, and society as a whole.

1. Financial Losses: Cybercrime can result in substantial financial losses for individuals,
businesses, and governments. Incidents such as online fraud, identity theft, ransomware
attacks, and business email compromise can lead to direct monetary losses through stolen
funds, fraudulent transactions, or extortion demands. According to the FBI's Internet
Crime Complaint Center (IC3), cybercrime resulted in financial losses exceeding $4.2
billion in 2020 alone. (FBI IC3 2020 Internet Crime Report)

2. Reputational Damage: Cyberattacks can inflict significant reputational damage on
organizations and individuals. Breaches of sensitive data, such as customer information

or proprietary intellectual property, can erode trust and confidence in the affected entity.



The negative publicity resulting from data breaches or security incidents can tarnish

brand reputation and lead to loss of customers, partners, and investors.

Psychological Distress: Victims of cybercrime may experience psychological distress,
including anxiety, stress, and trauma. Identity theft victims, for example, may endure
emotional turmoil and feelings of violation upon discovering that their personal
information has been compromised. Cyberbullying and online harassment can also have

severe psychological consequences for victims, particularly children and adolescents.

Disruption of Critical Infrastructure: Cyberattacks targeting critical infrastructure,
such as power grids, transportation systems, or healthcare networks, pose a serious threat
to public safety and national security. Incidents of cyber espionage, ransomware attacks
on healthcare facilities, or disruption of essential services can have far-reaching
consequences, including disruption of vital operations, economic losses, and potential

harm to human lives.

Loss of Intellectual Property: Cybercrime often involves theft or unauthorized access to
sensitive information and intellectual property. Corporate espionage, industrial espionage,
and theft of trade secrets can result in significant losses for businesses, including
diminished competitive advantage, loss of innovation, and compromised research and

development efforts.

Legal and Regulatory Consequences: Organizations that fail to adequately protect
sensitive data or comply with cybersecurity regulations may face legal and regulatory
consequences. Data breach notification requirements, privacy laws such as the General
Data Protection Regulation (GDPR), and industry-specific regulations impose obligations
on entities to safeguard personal information and report security incidents. Non-

compliance can result in fines, penalties, and legal liabilities.

Erosion of Trust in Digital Technologies: Persistent cyber threats can erode public trust
in digital technologies and undermine confidence in online platforms and services.
Concerns about data privacy, cybersecurity, and online safety may deter individuals from
engaging in online activities or adopting emerging technologies, hindering digital

innovation and economic growth.



G. THEORETICAL EXPLANATIONS OF CYBERCRIME

Theories and Application to Cybercrime

a) Routine Activity Theory (RAT)
b) Space Transition Theory (STT)

c) Situational Crime Prevention (SCP)

a) Routine Activity Theory

The theory was developed by Marcus Felson and Lawrence Cohen in the 1970 as a way to
explain the temporal and spatial patterns of crime. Routine Activity Theory (RAT) is a
criminological theory that explains crime as a function of the presence of a motivated offender, a
suitable target, and the absence of a capable guardian. This theory posits that crime is a result of
these three elements coming together at the same time and place. In other words, crime occurs
when a motivated offender, such as a thief or a burglar, has the opportunity to commit a crime
against a suitable target, such as a house or a car, without the presence of a capable guardian,
such as a locked door or a security guard (Felson & Cohen, 1970). According to RAT, crime is a
normal and expected outcome of daily activities and routines, such as going to work, school, or
shopping. The theory suggests that individuals engage in these activities in specific times and
places, creating patterns of crime that are predictable and preventable.

Strengths of RAT

According to the theory crime rates are not affected only by absolute size of the supply of
offenders, targets, or guardianship but also its ability to explain the temporal and spatial patterns
of crime, its ability to account for changes in crime rates over time, and its ability to inform
crime prevention efforts. (Sherman, Gartin & Buerger, 1989). The routine activities approach has
become a stock ingredient in many popular theoretical integrations and the explanatory power of
routine activities theory has been extended beyond predatory crimes to other types of illicit

activities such as juvenile delinquency, fights, and various forms of vice (Brunet, 2002).



Weaknesses of RAT

RAT also has some limitations. It is primarily focused on conventional crime and does not
account for more serious or organized forms of crime. Additionally, the theory does not address
the underlying causes of crime, such as social and economic inequalities, and it does not account
for the role of the state in creating or preventing crime. Furthermore, it is criticized for its lack of
attention to the context and the individual characteristics of the offender and the victim (Wilcox,
Land and Hunt 2003).

Application of the RAT to Phishing and Ransomware Attacks

Routine Activity Theory (RAT) provides valuable insights into understanding and addressing
cybercrimes, such as phishing and ransomware attacks, by analyzing the convergence of
motivated offenders, suitable targets, and the absence of capable guardians in digital

environments.

Phishing exemplifies RAT in action. Motivated offenders, skilled in social engineering, exploit
email and digital platforms to deceive individuals into disclosing sensitive information. Suitable
targets, often lacking cybersecurity awareness, fall victim to these deceptive tactics. The absence
of capable guardians, like robust email filters or user education programs, further facilitates
phishing attempts. Similarly, ransomware attacks underscore RAT's relevance. Motivated
offenders deploy malicious software to exploit vulnerabilities in systems, encrypting valuable
data for ransom. Suitable targets, including individuals and organizations with critical
infrastructure, become victims due to inadequate cybersecurity defenses. The absence of capable
guardians, such as outdated software or insufficient backups, exacerbates the impact of

ransomware attacks.

To mitigate these cybercrimes, preventive measures should address RAT's elements. Enhancing
cybersecurity awareness empowers users to recognize phishing attempts, while implementing
email filters and authentication mechanisms acts as capable guardians. Regular software updates
and data backup strategies bolster defenses against ransomware attacks, reducing vulnerability to

cyber threats. By applying Routine Activity Theory to cybercrimes, stakeholders can implement



targeted interventions to disrupt offender-target dynamics and strengthen cybersecurity resilience

in digital environments.
b) Space Transition Theory of Cybercrime

Space Transition Theory was developed by K. Jaishankar in 2008. STT explains the nature of the
behavior of the persons who brings out their conforming and non-conforming behavior in the
physical space and cyberspace. The theory argued that space transition entails the movement of
people with some criminal undertones from the physical to cyberspace and from the cyberspace
to the physical space. However, the theory posits seven (7) main propositions;

1. Persons, with repressed criminal behavior (in physical space), have the propensity to
commit a crime in cyberspace, which they would not otherwise commit in physical
space due to their status and position.

2. Identity Flexibility, dissociative anonymity, and the lack of deterrence factors in
cyberspace provide the offenders with the choice to commit cybercrime

3. The criminal behavior of offenders in cyberspace is likely to be imported to Physical
space which, may be exported to cyberspace as well.

4. Intermittent ventures of offenders into cyberspace and the dynamic Spatio-temporal
nature of cyberspace provides the chance to escape.

5. (a) Strangers are likely to unite together in cyberspace to commit a crime in the
physical space. (b) Associates in physical space are likely to unite to commit a crime
in cyberspace.

6. Persons from a close society are more likely to commit crimes in cyberspace than
persons from an open society.

7. Conflict between the norms and values of physical space and the norms and values
of cyberspace may lead to cybercrimes.



Strengths of STT

The Space Transition Theory of Cybercrime has several strengths. One of its main strengths is
that it provides a comprehensive framework for understanding the relationship between physical
and virtual space and the commission of cybercrimes. It highlights the unique features of
cyberspace that enable criminal behavior and the ways in which these features are different from
physical space. The theory also takes into account the dynamic and transient nature of

cyberspace, which is important for understanding the evolution of cybercrime.
Weaknesses of STT

However, the theory also has some weaknesses. One weakness is that it assumes that all
individuals who engage in criminal behavior in physical space will also engage in criminal
behavior in cyberspace, which may not always be the case. Additionally, the theory does not
account for the role of technology in enabling or preventing criminal behavior in cyberspace,
which is an important factor to consider. The theory also doesn't take account of the role of an
individual's socioeconomic background, education and their access to digital resources that can
affect their engagement in cybercrime. Finally, Danqua (2011) in a study conducted in Ghana
found that the space transition theory is not applicable to all categories of cybercrime.

Application of the STT to Online Fraud and Cyber Pornography

Space Transition Theory, proposed by Jaishankar, offers insights into understanding online fraud
and cyber pornography by examining the migration of criminal activities from physical to virtual
spaces. This theory suggests that advancements in technology have facilitated the shift of
fraudulent and exploitative behaviors from offline environments to the online realm, presenting

new challenges for law enforcement and society.

Online fraud, a prevalent cybercrime, exemplifies this transition. In traditional settings,
fraudsters engaged in activities like identity theft or credit card fraud through physical
interactions or mail-based scams. However, the internet's global reach and anonymity have
enabled offenders to perpetrate various forms of fraud online, targeting unsuspecting individuals

and organizations. The absence of physical proximity reduces risks for offenders while



amplifying the scale of fraudulent schemes, posing challenges for law enforcement in

investigating and prosecuting cybercrimes.

Similarly, cyber pornography demonstrates how criminal behaviors have migrated to virtual
spaces. Traditional pornography distribution relied on physical media or adult entertainment
establishments, subject to legal regulations. However, the internet has facilitated the
dissemination of explicit content through websites and social networks, transcending
geographical boundaries. Offenders exploit online platforms to produce, distribute, and consume
illicit pornography, often involving minors or non-consenting individuals. The anonymity of
cyberspace enables offenders to operate with impunity, complicating law enforcement efforts to

combat cyber pornography.

To address these challenges, interventions must recognize the dynamics of space transition and
adapt to the evolving nature of cybercrimes. Enhancing international cooperation, legal
frameworks, and technological capabilities is essential to combat transnational cyber threats
effectively. Law enforcement agencies require specialized training, resources, and collaboration
with private sector partners to investigate and disrupt online criminal networks. Public awareness
campaigns and digital literacy initiatives can empower individuals to recognize and report

cybercrimes, fostering a safer online environment.

c) Situational Crime Prevention

The proponent of Situational Crime Prevention theory is criminologist, Professor Ronald V.
Clarke. Situational Crime Prevention (SCP) is a theory that focuses on reducing the opportunity
for crime to occur by changing the physical and social environment in which it takes place. This
approach is based on the idea that criminal behavior is largely influenced by the immediate
circumstances and surroundings in which it occurs. SCP theory suggests that by making it more
difficult, less rewarding or riskier for offenders to commit crimes, the incidence of crime can be
reduced. SCP strategies are designed to target specific types of crime and are tailored to the
specific context in which they are applied. They are often focused on reducing the opportunity
for crime to occur by making it harder for offenders to access or exploit potential targets (Clarke,



1997). Some examples of SCP strategies include increasing natural surveillance, controlling

access to potential targets, and increasing the perceived risk of detection or punishment.
Strengths of SCP

Situational Crime Prevention (SCP) theory is a targeted approach that focuses on changing the
environment and social conditions that allow crime to occur. It recognizes that crime is
influenced by the immediate surroundings and social conditions, and by changing those
conditions, it is possible to reduce the opportunity for crime to occur. SCP strategies are designed
to target specific types of crime and can be tailored to the specific context in which they are
applied. It is a cost-effective approach that focuses on changing the environment and social
conditions rather than targeting individual offenders. It is evidence-based approach that has been
shown to be effective in reducing crime and improving community safety (Clarke, 1997).
Additionally, SCP theory emphasizes the importance of community involvement in crime
prevention, which can increase the sense of ownership and commitment to the crime prevention

efforts.
Weaknesses of SCP

The above points highlight some limitations of Situational Crime Prevention (SCP) theory. It has
a limited scope as it is designed to address specific types of crime and may not be effective in
addressing broader social issues that contribute to crime. Another limitation is that SCP strategies
may simply displace crime to another location or time, rather than reducing the overall crime
rate. Additionally, because situational prevention techniques often rely on citizens taking
precautions against their own victimization, it is accused of blaming the victim. Shifting
responsibility to victims is not only morally indefensible, it is another example of governments
abrogating their role in law enforcement (Hirsch et al., 2000). Furthermore, SCP focuses on
reducing the opportunity for crime to occur, but it does not address the underlying social and

economic conditions that contribute to criminal behavior.



Application of SCP to Identity Theft

Situational Crime Prevention (SCP) offers effective strategies for addressing identity theft by

focusing on modifying the immediate environment to reduce opportunities for offenders to

commit the crime. In the context of identity theft, SCP aims to disrupt the situational factors that

facilitate offenders' access to personal information and their ability to misuse it for fraudulent

purposes. Here's how SCP principles can be applied to prevent identity theft:

a.

Increase Surveillance and Monitoring: Implementing surveillance measures in both
physical and digital environments can deter identity thieves and facilitate early detection
of suspicious activities. For instance, organizations can use video surveillance in areas
where personal information is stored or processed, while individuals can monitor their
financial accounts for unauthorized transactions through online banking platforms or
credit monitoring services.

Reduce Target Hardening: Target hardening involves strengthening security measures
to make it more difficult for offenders to access personal information. Organizations can
encrypt sensitive data, implement multi-factor authentication for accessing databases, and
restrict employee access to confidential information on a need-to-know basis. Individuals
can use strong, unique passwords for online accounts, enable two-factor authentication,
and shred documents containing personal information before disposal.

Limit Access to Personal Information: Minimizing the availability of personal
information can reduce the likelihood of identity theft. Organizations should adopt data
minimization practices, collecting only essential information from customers and
employees and securely storing or disposing of unnecessary data. Individuals should be
cautious about sharing personal information online, particularly on social media
platforms, and avoid responding to unsolicited requests for sensitive information.
Enhance Security Measures: Enhancing security measures can deter identity thieves
and make it more difficult for them to succeed. This includes regularly updating antivirus
software and firewalls on computers and mobile devices, installing security patches for
software and operating systems, and using secure Wi-Fi networks when accessing
sensitive information online. Additionally, organizations can conduct regular security

audits and penetration tests to identify and address vulnerabilities in their systems.



e. Promote Awareness and Education: Increasing awareness and educating individuals
about the risks of identity theft and preventive measures can empower them to protect
themselves proactively. Organizations can provide training to employees on cybersecurity
best practices, phishing awareness, and the importance of safeguarding personal
information. Public awareness campaigns can educate consumers about common identity
theft tactics, such as phishing scams and social engineering techniques, and provide

guidance on how to recognize and report suspicious activities.

By implementing these situational crime prevention measures, both organizations and
individuals can reduce the opportunities for identity theft and enhance overall cybersecurity

resilience.

H. CYBERCRIME LEGISLATION

What is Cybercrime Legislation?

Cybercrime legislation refers to laws and regulations enacted by governments to address criminal
activities conducted through digital means, encompassing offenses such as hacking, online fraud,
identity theft, and cyberterrorism (United Nations Office on Drugs and Crime).

Cybercrime legislation establishes a legal framework for the detection, investigation, and
prosecution of offenses committed using computers, networks, or digital technologies, aiming to
protect individuals, businesses, and critical infrastructure from cyber threats (Council of Europe).

Cybercrime legislation comprises statutory provisions that define specific cyber offenses,
prescribe penalties for perpetrators, and outline procedures for law enforcement agencies to
combat digital crimes, ensuring a robust legal response to evolving cyber threats (Source:

Cybersecurity and Infrastructure Security Agency).

Cybercrime legislation encompasses statutes and regulations aimed at addressing various forms
of online criminal activities, including but not limited to unauthorized access to computer
systems, distribution of malware, cyber espionage, and cyber-enabled financial crimes, fostering

a safer digital environment



Cybercrime legislation involves regulatory measures adopted by governments to combat cyber
threats effectively, including provisions for international cooperation, data protection, and
cybersecurity standards, reflecting the global effort to mitigate the risks posed by malicious

actors in cyberspace.

The Importance of Cybercrime Legislation
Here are several key points outlining the importance of cybercrime legislation:

Protection of Individuals and Organizations
Promotion of Cybersecurity

Preservation of Privacy and Data Integrity
Fostering Trust in Digital Economy
Facilitation of International Cooperation

Deterrence and Law Enforcement

N o a s~ wDd e

Adaptation to Technological Advancements

1. Protection of Individuals and Organizations: Cybercrime legislation is crucial for
safeguarding individuals, businesses, and government entities from various digital threats
such as hacking, identity theft, online fraud, and cyberbullying. It establishes legal
frameworks to prosecute offenders and deter potential criminals from engaging in malicious
activities online.

2. Promotion of Cybersecurity: Cybercrime legislation plays a vital role in promoting
cybersecurity by defining standards, regulations, and best practices for securing digital
infrastructure and sensitive information. It encourages organizations to implement robust
security measures to mitigate cyber risks and protect against cyberattacks.

3. Preservation of Privacy and Data Integrity: Cybercrime legislation includes provisions for
data protection and privacy, ensuring that personal and sensitive information stored or
transmitted electronically is adequately safeguarded. It establishes guidelines for data
handling, encryption, and breach notification, enhancing trust in digital services and

platforms.



4. Fostering Trust in Digital Economy: Strong cybercrime legislation fosters trust and
confidence in the digital economy by addressing concerns related to online transactions,
electronic commerce, and digital communication. It creates a conducive environment for
innovation, investment, and economic growth by minimizing risks associated with cyber
threats and cyber-enabled crimes.

5. Facilitation of International Cooperation: Cybercrime knows no borders, making
international cooperation essential for effectively combating digital crimes. Cybercrime
legislation facilitates cooperation and coordination among countries through mutual legal
assistance treaties, extradition agreements, and information sharing mechanisms, enabling law
enforcement agencies to collaborate in investigating and prosecuting cybercriminals across
jurisdictions.

6. Deterrence and Law Enforcement: Clear and enforceable cybercrime laws serve as
deterrents to potential offenders by establishing legal consequences for illegal activities
conducted online. They empower law enforcement agencies with the authority and tools
necessary to investigate cybercrimes, gather digital evidence, and prosecute perpetrators,
thereby enhancing the effectiveness of criminal justice systems in addressing cyber threats.

7. Adaptation to Technological Advancements: Cybercrime legislation needs to be dynamic
and adaptable to keep pace with rapid technological advancements and evolving cyber threats.
Regular updates and amendments to existing laws are essential to address emerging
challenges such as artificial intelligence-based attacks, 10T vulnerabilities, and novel forms of
cybercrime, ensuring that legal frameworks remain relevant and effective in combating digital

threats.

In summary, cybercrime legislation plays a vital role in protecting individuals, promoting
cybersecurity, preserving privacy, fostering trust in the digital economy, facilitating international
cooperation, deterring criminal activities, and adapting to technological advancements, thereby

contributing to a safer and more secure cyberspace for all stakeholders.



. FEDERAL CYBERCRIME LAWS

A. Cybercrimes (Prohibition, Prevention, etc.) Act, 2015

Under the Cybercrimes (Prohibition, Prevention, etc.) Act, 2015, we will be discussing the
following contents. key provisions, offenses and penalties, and the protection of critical national

information infrastructure.
1. Key Provisions

The Cybercrimes (Prohibition, Prevention, etc.) Act, 2015, is a significant legislative instrument
in Nigeria aimed at addressing the growing menace of cybercrimes. Some key provisions of the

Act include:

a. Definition of Cybercrimes: The Act provides a comprehensive definition of
cybercrimes, encompassing a wide range of illegal activities conducted through
electronic or digital means, including but not limited to hacking, identity theft, online

fraud, cyberbullying, cyberstalking, and dissemination of child pornography.

Section 2 of the Act defines cybercrimes and prescribes penalties for offenses committed
under the Act.

b. Offenses and Prohibitions: The Act identifies specific offenses related to cybercrimes,
such as unauthorized access to computer systems, interception of electronic

communications, cyberterrorism, electronic fraud, and cyber-squatting.

Section 3 of the Act delineates various cybercrimes prohibited under Nigerian law,

providing clarity on what constitutes unlawful behavior in cyberspace.

c. Jurisdiction and Extraterritorial Application: The Act clarifies the jurisdiction of
Nigerian courts over cybercrimes committed within the territory of Nigeria, as well as

offenses committed by Nigerian citizens or residents outside the country.

Section 38 of the Act establishes the extraterritorial application of the law, enabling
Nigerian authorities to prosecute cybercrimes committed abroad that have significant

effects on Nigeria or its citizens.



d. Law Enforcement Powers: The Act empowers law enforcement agencies, such as the
Nigerian Police Force, Economic and Financial Crimes Commission (EFCC), and
Nigerian Security and Civil Defence Corps (NSCDC), to investigate and prosecute

cybercrimes effectively.

Sections 26 to 30 of the Act outline the powers of law enforcement officers in conducting

investigations, obtaining warrants, and seizing electronic evidence in cybercrime cases.
2. Offenses and Penalties

The Cybercrimes Act, 2015, prescribes severe penalties for individuals convicted of committing

cybercrimes. Some offenses and corresponding penalties under the Act include:

a. Unauthorized Access to Computer Systems (Section 5):

Offense: Gaining unauthorized access to computer systems, networks, or data without
lawful authority.
Penalty: A fine of not more than N10,000,000 or imprisonment for a term of not more

than five years, or both.

b. Electronic Fraud (Section 13):

Offense: Engaging in fraudulent electronic transactions, including online banking fraud,
credit card fraud, and phishing.
Penalty: A fine of not more than N10,000,000 or imprisonment for a term of not more

than three years, or both.

c. Cyberstalking and Harassment (Section 24):

Offense: Using electronic communication to harass, intimidate, or threaten individuals,
including through email, social media, or messaging platforms.
Penalty: A fine of not more than N7,000,000 or imprisonment for a term of not more than

three years, or both.



3. Protection of Critical National Information Infrastructure

The Cybercrimes Act, 2015, includes provisions for the protection of critical national

information infrastructure (CNII) to safeguard vital systems and assets from cyber threats. These

provisions aim to:

a.

Identify and Designate CNII: The Act authorizes the President of Nigeria to identify
and designate critical information infrastructure sectors, such as telecommunications,
energy, transportation, and finance, which are essential for the functioning of the

country's economy and national security.

Security Measures and Standards: The Act mandates operators of designated CNII to
implement robust cybersecurity measures and adhere to specified security standards to

protect against cyber threats, including malware, hacking, and sabotage.

Section 17 of the Act outlines requirements for the security of critical information
infrastructure and imposes obligations on operators to report cybersecurity incidents and
breaches promptly.

National Cybersecurity Coordination: The Act establishes the National Computer
Emergency Response Team (CERT) and the National Cybersecurity Coordination Centre
(NCCC) to coordinate cybersecurity efforts, share threat intelligence, and respond to

cyber incidents affecting critical national information infrastructure.

Sections 12 and 13 of the Act delineate the functions and responsibilities of the CERT
and NCCC in safeguarding CNII and enhancing the resilience of Nigeria's cybersecurity

posture.

Note: The Cybercrimes (Prohibition, Prevention, etc.) Act, 2015, represents a significant

legislative effort by the Nigerian government to combat cyber threats, protect critical national

information infrastructure, and ensure the security and integrity of cyberspace in Nigeria. Its key

provisions, offenses and penalties, and measures for the protection of CNII contribute to a

comprehensive legal framework for addressing cybercrimes and promoting cybersecurity in the

country.



B. Economic and Financial Crimes Commission (Establishment) Act, 2004

In this section, we will be focusing on the, focusing on the relevance Economic and Financial
Crimes Commission (Establishment) Act, 2004 to cybercrime enforcement and the role of the

EFCC in combating cybercrime:
1. Relevance to Cybercrime Enforcement

The Economic and Financial Crimes Commission (EFCC) is a key institution in Nigeria
mandated to combat economic and financial crimes, including cybercrimes. The EFCC's
relevance to cybercrime enforcement stems from several provisions in the Economic and

Financial Crimes Commission (Establishment) Act, 2004:

a. Broad Definition of Economic and Financial Crimes: The EFCC Act defines economic
and financial crimes broadly to encompass various forms of fraudulent activities,

including those perpetrated through electronic or digital means.

Section 46 of the EFCC Act defines economic and financial crimes to include offenses
related to banking, financial institutions, capital markets, and fraudulent electronic
transactions, providing a legal basis for the EFCC's involvement in combating

cybercrimes.

b. Mandate to Investigate and Prosecute Cybercrimes: The EFCC Act empowers the
EFCC to investigate and prosecute economic and financial crimes, including

cybercrimes, through its specialized Cybercrime Unit.

Section 6 of the EFCC Act authorizes the EFCC to investigate and prosecute offenses

specified under the Act, which may include cybercrimes as defined under Nigerian law.

c. Collaboration with Other Agencies: The EFCC Act encourages collaboration and
cooperation between the EFCC and other law enforcement agencies, regulatory bodies,
and international organizations to combat economic and financial crimes, including

cybercrimes.



Section 7 of the EFCC Act allows the EFCC to collaborate with other agencies, such as
the Nigerian Police Force, State Security Service, and National Intelligence Agency, in

carrying out its functions and responsibilities.

2. Role of EFCC in Combating Cybercrime: The EFCC plays a crucial role in combating

cybercrime in Nigeria by leveraging its mandate, resources, and expertise to investigate,

prosecute, and prevent cybercrimes. Some key aspects of the EFCC's role in combating

cybercrime include:

a.

Investigation of Cybercrimes: The EFCC investigates cybercrimes, including online
fraud, identity theft, phishing, and hacking, using digital forensic techniques and

advanced investigative tools.

The EFCC's Cybercrime Unit conducts thorough investigations into cyber-related
offenses, gathers electronic evidence, and builds cases against perpetrators for

prosecution.

Prosecution of Cybercriminals: The EFCC prosecutes individuals and organizations
involved in cybercrimes, seeking legal remedies and sanctions for offenders under

Nigerian law.

The EFCC works closely with the Office of the Attorney General of the Federation and
other prosecuting agencies to ensure the effective prosecution of cybercrime cases in

Nigerian courts.

Prevention and Awareness: The EFCC engages in prevention and awareness campaigns
to educate the public about the risks of cybercrimes and the importance of cybersecurity.

Through outreach programs, workshops, and media campaigns, the EFCC raises

awareness about common cyber threats, scams, and best practices for staying safe online.

International Cooperation: The EFCC collaborates with international law enforcement
agencies, such as Interpol, the Federal Bureau of Investigation (FBI), and the United
Nations Office on Drugs and Crime (UNODC), to combat transnational cybercrimes.



The EFCC participates in joint operations, information sharing initiatives, and capacity-
building programs to enhance global efforts to combat cybercrimes and dismantle

cybercriminal networks.

The Economic and Financial Crimes Commission (Establishment) Act, 2004, empowers the
EFCC to play a central role in combating cybercrime in Nigeria by investigating, prosecuting,
and preventing economic and financial crimes, including those perpetrated through electronic or
digital means. Through its specialized Cybercrime Unit and collaboration with other agencies
and international partners, the EFCC contributes to the effective enforcement of cybercrime laws

and the protection of cyberspace in Nigeria.

C. Nigeria Data Protection Regulation, 2019

This section will be focusing on provisions regarding data privacy and security measures,
compliance requirements for organizations, and international cooperation and extradition

treaties:

1. Data Privacy and Security Measures: The Nigeria Data Protection Regulation (NDPR),
2019, is a comprehensive legal framework designed to safeguard the privacy and security of
personal data in Nigeria. Some key provisions related to data privacy and security measures

include:

a. Personal Data Protection Principles: The NDPR establishes principles for the
protection of personal data, including transparency, purpose limitation, data

minimization, accuracy, storage limitation, integrity, and confidentiality.

Section 2 of the NDPR outlines the principles governing the processing of personal data
by data controllers and processors, emphasizing the importance of respecting individuals'

rights and privacy.

b. Data Security Requirements: The NDPR mandates organizations to implement
appropriate technical and organizational measures to ensure the security of personal data

against unauthorized access, disclosure, alteration, and destruction.



Section 3 of the NDPR requires data controllers and processors to adopt security
measures such as encryption, access controls, pseudonymization, and regular security

assessments to mitigate data breach risks.

c. Data Breach Notification: The NDPR requires organizations to promptly notify the
National Information Technology Development Agency (NITDA) and affected
individuals of any data breaches that pose risks to the security or confidentiality of

personal data.

Section 4 of the NDPR stipulates the requirements for reporting data breaches, including
the timeframe for notification and the content of breach notifications to ensure

transparency and accountability.

2. Compliance Requirements for Organizations: The Nigeria Data Protection Regulation
(NDPR), 2019, imposes various compliance requirements on organizations processing personal

data in Nigeria:

a. Registration of Data Protection Officers (DPOs): The NDPR mandates organizations
to appoint Data Protection Officers (DPOs) responsible for ensuring compliance with

data protection laws and regulations.

Section 5 of the NDPR requires organizations to register their DPOs with the NITDA and

provide contact details for communication regarding data protection matters.

b. Data Protection Impact Assessment (DPIA): The NDPR requires organizations to
conduct Data Protection Impact Assessments (DPIAS) to assess the risks and implications

of data processing activities on individuals' privacy rights.

Section 6 of the NDPR outlines the requirements for conducting DPIAs, including

assessing data processing purposes, risks to data subjects, and measures to mitigate risks.

c. Cross-Border Data Transfers: The NDPR restricts cross-border transfers of personal
data from Nigeria to countries without an adequate level of data protection, unless certain

safeguards or derogations apply.

Section 7 of the NDPR regulates international data transfers and requires organizations to
obtain the NITDA's authorization before transferring personal data outside Nigeria.



The Nigeria Data Protection Regulation (NDPR), 2019, establishes robust data privacy and
security standards, compliance requirements for organizations processing personal data, and
mechanisms for international cooperation in data protection enforcement. By adhering to the
NDPR's provisions and engaging in international cooperation efforts, Nigeria aims to strengthen
data protection frameworks, enhance cross-border data security, and promote trust in digital

services and platforms.

J. STATE CYBERCRIME LAWS

State cybercrime laws in Nigeria supplement federal legislation and provide additional legal
frameworks for addressing cybercrimes at the state level. For the purpose of this course, the
following sections or outlines will be explored to extensively explain the various state
cybercrimes in Nigeria and all discuss the variances and consistencies with the federal

cybercrime laws.

1. Lagos State Cybercrime (Prohibition) Law, 2021
2. Variances with Federal Laws

3. Consistencies with Federal Laws

Lagos State Cybercrime (Prohibition) Law, 2021

1. Key Provisions: The Cybercrime (Prohibition) Law of Lagos State, 2021, comprises a wide
range of provisions aimed at combating cybercrimes and promoting cybersecurity within the

state. Some key provisions include:

a. Definition of Cybercrimes: The law provides a comprehensive definition of
cybercrimes, encompassing offenses such as unauthorized access to computer systems,
hacking, identity theft, online fraud, cyberbullying, and dissemination of false

information.

b. Offenses and Penalties: It identifies specific cybercrimes prohibited under Lagos State

law and prescribes penalties and sanctions for offenders convicted of such offenses.



Penalties may include fines, imprisonment, or both, depending on the severity of the
offense. It provides for penalties and sanctions for offenders convicted of cybercrimes,
aligning with provisions of the federal Cybercrimes (Prohibition, Prevention, etc.) Act,
2015.

c. Protection of Critical Infrastructure: The law emphasizes the protection of critical
information infrastructure (CII) within Lagos State, including telecommunications
networks, power grids, transportation systems, and financial institutions. It mandates
operators of ClI to implement robust cybersecurity measures to prevent cyber threats and

ensure the resilience of essential services.

d. Data Protection and Privacy: The law incorporates provisions for the protection of
personal data and privacy rights of individuals in Lagos State. It establishes principles
and standards for the processing of personal data by organizations and imposes
obligations on data controllers and processors to ensure the security and confidentiality of

personal information.

e. Law Enforcement and Judicial Procedures: The law outlines procedures for the
investigation, prosecution, and adjudication of cybercrime cases within Lagos State. It
empowers law enforcement agencies, such as the Lagos State Police Command and the
Lagos State Cybercrime Unit, to investigate cybercrimes, gather electronic evidence, and
arrest offenders for prosecution.

2. Enforcement Mechanisms: The effective enforcement of the Cybercrime (Prohibition) Law
in Lagos State relies on the collaboration and coordination of various stakeholders, including law
enforcement agencies, regulatory bodies, private sector entities, and civil society organizations.



K. VARIANCES AND CONSISTENCIES OF STATE CYBERCRIME LAWS WITH
FEDERAL CYBERCRIME LAW

Variances with Federal Laws

Variances may exist between state cybercrime laws and federal laws regarding definitions of
offenses, penalties, and enforcement mechanisms. States may tailor their cybercrime laws to
address unique challenges and priorities, leading to differences in the scope and application of
legal provisions.

[

Consistencies with Federal Laws

State cybercrime laws are generally consistent with federal laws in terms of core principles, such
as defining cybercrimes, prescribing penalties, and empowering law enforcement agencies.
States often align their cybercrime laws with federal legislation to ensure coherence and

effectiveness in combating cyber threats across jurisdictions.

In all, state cybercrime laws in Nigeria, exemplified by regulations in Lagos, complement federal
legislation in combating cyber threats and protecting digital infrastructure. While variances may
exist, efforts toward consistency and harmonization aim to strengthen the legal framework for

cybercrime enforcement and safeguard cyberspace at both federal and state levels.

What is Enforcement Mechanism?

According to World Bank, an enforcement mechanism refers to the system of procedures, tools,
and institutions established by governments or regulatory bodies to ensure compliance with laws,
regulations, and policies, typically through monitoring, inspection, sanctions, and enforcement

actions.

According to International Monetary Fund (IMF), enforcement mechanisms encompass a variety
of legal tools and instruments, such as fines, penalties, injunctions, and court orders, utilized by
regulatory authorities or law enforcement agencies to enforce compliance with statutory

requirements and deter violations of laws and regulations.



According to European Union Agency for Fundamental Rights, enforcement mechanisms
involve monitoring and oversight activities conducted by regulatory agencies or compliance
officers to ensure adherence to regulatory standards, identify non-compliance issues, and assess

the effectiveness of enforcement measures.

According to Organisation for Economic Co-operation and Development (OECD), enforcement
mechanisms include the imposition of sanctions, penalties, or disciplinary actions against
individuals, organizations, or entities found to be in violation of laws or regulations, aiming to

deter future misconduct and promote accountability

According to United Nations Office on Drugs and Crime (UNODC), coercive and Remedial
Measures: Enforcement mechanisms encompass coercive measures, such as seizure of assets,
license revocation, or suspension of operations, as well as remedial measures, such as corrective
actions, restitution, or compliance orders, designed to address violations and restore compliance

with legal requirements.

L. LAWENFORCEMENT AGENCIES RESPONSIBLE FOR THE ENFORCEMENT
OF CYBERCRIME LAWS

Law Enforcement Agencies responsible for the Enforcement of Cybercrime Laws

The following are the major agencies entrusted in the enforcement of cybercrime laws at the
state, federal and international level in Nigeria.

A. Nigeria Police Force (NPF)

Economic and Financial Crimes Commission (EFCC)

National Information Technology Development Agency (NITDA)
Special Fraud Unit (SFU)

National Security and Civil Defence Corps (NSCDC)
Department of State Services (DSS)

® Mmoo W

Interpol National Central Bureau (NCB)



A. Nigeria Police Force (NPF) and Cybercrime

The Nigeria Police Force (NPF) plays a crucial role in combating cybercrimes and enforcing

cybercrime laws in Nigeria. Here's an overview of the Nigeria Police Force's involvement in

addressing cyber threats:

Factors

Nigeria Police Force and Cybercrime

Specialized Units

a. Police Cybercrime Units

Dedicated to investigating and combating
cybercrimes.

Staffed with trained personnel
forensics and cyber investigations.

in digital

b. Special Fraud Unit

(SFU)

Focuses on financial and

cybercrimes.

complex

Investigates internet fraud, advanced fee

fraud, etc.

Responsibilities
Functions

and

a. Investigation of
Cybercrimes

Investigates various cybercrimes including
hacking, online fraud, etc.

Utilizes digital forensics tools for evidence
collection and analysis.

b. Enforcement of
Cybercrime Laws

Responsible for enforcing cybercrime laws
such as the Cybercrimes (Prohibition,
Prevention, etc.) Act, 2015.

Collaborates with prosecutors to build strong
cases against cybercriminals.

Collaboration and
Coordination

a. Interagency Cooperation

Collaborates with agencies like the EFCC,
SSS, and NSCDC.

Shares information and coordinates efforts to
combat cyber threats.

b. Public-Private
Partnerships

Partners with private sector, academia, and
civil society for cybersecurity initiatives.

Engages in public education campaigns on
cyber threats and prevention.




B. Economic and Financial Crimes Commission (EFCC) and Cybercrime

EFCC plays a crucial role in combating cybercrimes and enforcing cybercrime laws in Nigeria.

Here's an overview of the EFCC involvement in addressing cyber threats:

Factors

Economic and Financial Crimes Commission (EFCC) and Cybercrime

Specialized Units

Cybercrime Units

- Dedicated units within the EFCC focused on
investigating cybercrimes.

- Staffed with specialized personnel trained in digital
forensics and cyber investigations.

Responsibilities
Functions

and

a. Investigation of | - Investigates cybercrimes including internet fraud,
Cybercrimes phishing, and hacking.
- Utilizes digital forensics tools and techniques for
evidence collection and analysis.
b. Enforcement of |- Responsible for enforcing cybercrime laws,

Cybercrime Laws

including provisions of the Cybercrimes (Prohibition,
Prevention, etc.) Act, 2015.

- Collaborates with other law enforcement agencies
and prosecutors to prosecute cybercriminals.

Collaboration
Coordination

and

a. Interagency
Cooperation

- Collaborates with agencies like the Nigeria Police
Force, NITDA, and international counterparts.

- Shares intelligence, resources, and expertise in
combating cyber threats.

b. Public-Private
Partnerships

- Engages with private sector organizations, financial
institutions, and civil society to combat financial and
cybercrimes.

- Participates in public education and awareness
campaigns on cybercrimes and fraud prevention.

Relevant Legal References:

v Economic and Financial Crimes Commission (Establishment) Act, 2004
v Cybercrimes (Prohibition, Prevention, etc.) Act, 2015




C. National Information Technology Development Agency (NITDA)

National Information Technology Development Agency (NITDA) plays a crucial role in

combating cybercrimes and enforcing cybercrime laws in Nigeria. Here's an overview of the

NITDA involvement in addressing cyber threats:

Factors

National Information Technology Development Agency (NITDA) and

Cybercrime

Role and Mandate

Regulatory Authority

- NITDA serves as the regulatory authority for
information technology (IT) development and
implementation in Nigeria.

- It is tasked with promoting the development and
regulation of the IT sector, including cybersecurity.

Responsibilities
Functions

and

a. Cybersecurity
Oversight

- NITDA is responsible for overseeing
cybersecurity initiatives and ensuring compliance
with cybersecurity standards and regulations.

- It formulates policies, guidelines, and frameworks
to enhance cybersecurity resilience and mitigate
cyber threats.

b. Data Protection
Regulation

- NITDA administers and enforces the Nigeria Data
Protection Regulation (NDPR), 2019, which
regulates data privacy and security measures in
Nigeria.

- The NDPR establishes principles and standards
for the processing of personal data by organizations
and imposes compliance requirements for data
controllers and processors.

Collaboration
Coordination

and

a. Interagency
Cooperation

- NITDA collaborates with law enforcement
agencies, regulatory  bodies, and industry
stakeholders to enhance cybersecurity coordination
and response efforts.

- It shares cybersecurity intelligence, best practices,
and resources to strengthen the collective response
to cyber threats.




b. Public-Private
Partnerships

- NITDA engages with private sector organizations,
academia, and civil society to promote
cybersecurity awareness, capacity building, and
collaboration.

- It facilitates public-private partnerships to develop
cybersecurity solutions, initiatives, and standards.

Relevant Legal References:

v National Information Technology Development Agency (NITDA) Act, 2007
v Nigeria Data Protection Regulation (NDPR), 2019

D. Special Fraud Unit (SFU) and Cybercrime

Special Fraud Unit (SFU) plays a crucial role in combating cybercrimes and enforcing

cybercrime laws in Nigeria. Here's an overview of the SFU involvement in addressing cyber

threats:

Factors

Special Fraud Unit (SFU) and Cybercrime

Role and Mandate

Specialized Unit

- The SFU is a specialized unit within the Nigeria
Police Force dedicated to investigating complex
financial and cybercrimes.

- It focuses on combating advanced fee fraud,
internet fraud, and other financial crimes, including
those with a cyber component.

Responsibilities
Functions

and

Investigation of Financial
and Cybercrimes

- The SFU investigates financial crimes involving
fraud, embezzlement, money laundering, and
cybercrimes such as internet fraud, identity theft,
and phishing scams.

- It utilizes digital forensics techniques and
collaboration with other agencies to gather
evidence and prosecute offenders.




- Collaboration with Law Enforcement Agencies

- The SFU collaborates with other law enforcement
agencies, including the Economic and Financial
Crimes  Commission (EFCC), to address
cybercrimes and financial fraud.

- It shares intelligence, resources, and expertise in
joint operations and investigations targeting
cybercriminals.

Legal References:

v Nigeria Police Force (Establishment) Act
v Cybercrimes (Prohibition, Prevention, etc.) Act, 2015, and relevant financial regulations.

E. National Security and Civil Defence Corps (NSCDC)

National Security and Civil Defence Corps (NSCDC) plays a crucial role in combating

cybercrimes and enforcing cybercrime laws in Nigeria. Here's an overview of the NSCDC

involvement in addressing cyber threats:

Factors

National Security and Civil Defence Corps (NSCDC) and Cybercrime

Role and Mandate

Security

and Civil

Defence Agency

- NSCDC is a paramilitary agency in Nigeria tasked
with providing security and protection to citizens,
critical infrastructure, and public assets.

- It is responsible for safeguarding national security,
including addressing cyber threats and protecting
critical information infrastructure.

Responsibilities
Functions

and

a.
Protection

Cybersecurity

- NSCDC is involved in cybersecurity protection
measures to prevent cyber-attacks, data breaches,
and other digital threats.

- It conducts risk assessments, vulnerability scans,
and security audits to identify and mitigate cyber
risks.




b. Response to Cyber
Incidents

- NSCDC responds to cyber incidents, including
cyber-attacks, data breaches, and online fraud, by
deploying cyber response teams and providing
technical support.

- It collaborates with other agencies and
stakeholders in cyber incident response and
recovery efforts.

Legal References:

v Civil Defence Act, 2003:
v Nigeria Cybersecurity Policy and Strategy Document

F. Department of State Services (DSS)

Department of State Services (DSS) plays a crucial role in combating cybercrimes and enforcing

cybercrime laws in Nigeria. Here's an overview of the DSS involvement in addressing cyber

threats:

Factors

Department of State Services (DSS) and Cybercrime

Role and Mandate

National Intelligence
Agency

- DSS is Nigeria's primary domestic intelligence
agency responsible for safeguarding national
security and protecting against internal threats.

- It conducts intelligence gathering, analysis, and
counterintelligence operations to address security
challenges, including cyber threats.

Responsibilities
Functions

and

Cyber Threat Intelligence

- DSS collects and analyzes intelligence on cyber
threats, including espionage, cyber-attacks, and
terrorist activities with a cyber component.

- It monitors and assesses cyber threats to national
security and provides actionable intelligence to
relevant stakeholders.




- Protection of National | - DSS takes measures to protect national security
Security interests against cyber threats, including protecting
critical infrastructure and government networks
from cyber-attacks.

- It collaborates with other security agencies and
stakeholders in cybersecurity initiatives and
response efforts.

Legal References:

v National Security Agencies Act, 1986

G. Interpol National Central Bureau (NCB)
Interpol National Central Bureau (NCB) plays a crucial role in combating cybercrimes and
enforcing cybercrime laws in Nigeria. Here's an overview of the NCB involvement in addressing

cyber threats:

Factors Interpol National Central Bureau (NCB) and Cybercrime

Role and Mandate International Law | - Interpol NCB serves as the focal point for
Enforcement Cooperation international law enforcement cooperation
and coordination in Nigeria.

- It facilitates collaboration with other
Interpol member countries in combating
transnational crimes, including cybercrimes.

Responsibilities and | International  Information | - Interpol NCB facilitates the exchange of
Functions Sharing intelligence, information, and best practices
with other Interpol member countries on
cyber threats and cybercrime investigations.

- It shares cybercrime-related data, alerts,
and notices to assist in identifying and
apprehending cybercriminals across borders.

Joint Operations and Task | - Interpol NCB participates in joint
Forces operations and task forces with other Interpol
member countries and international partners




to address transnational cybercrimes.

- It collaborates with relevant

law

enforcement agencies and cybercrime units
in  Nigeria to support international
cybercrime investigations and prosecutions.

Legal References:

v"Interpol Constitution
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