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Course 
Description  

This course provides a comprehensive exploration of security practices within institutional, 

industrial, and commercial settings. Focusing on the prevention of security issues and the 

implementation of effective security measures, students will learn how to safeguard lives, 

property, and proprietary information. Through a combination of theoretical concepts and 

practical applications, the course aims to equip students with the knowledge and skills 

necessary to manage security challenges in various organizational contexts. 

Course Objectives At the end of this course students should have a comprehensive exploration of security 

practices within institutional, industrial, and commercial settings. Focusing on the 

prevention of security issues and the implementation of effective security measures, students 

will learn how to safeguard lives, property, and proprietary information. Through a 

combination of theoretical concepts and practical applications, the course aims to equip 

students with the knowledge and skills necessary to manage security challenges in various 

organizational contexts. 
Learning 
Outcomes 

At the end of this course students will have a comprehensive exploration of security 

practices within institutional, industrial, and commercial settings. Focusing on the 

prevention of security issues and the implementation of effective security measures, 

students will learn how to safeguard lives, property, and proprietary information. Through 

a combination of theoretical concepts and practical applications, the course aims to equip 

students with the knowledge and skills necessary to manage security challenges in various 

organizational contexts. 
Teaching and 
Learning  

The class will meet for two hours each week. Class time will be used for a combination of 
lectures and practical sessions 

Detailed Course 
Content 

exploration of security practices within institutional, industrial, and commercial settings. 

Focusing on the prevention of security issues and the implementation of effective security 

measures, students will learn how to safeguard lives, property, and proprietary information. 

Through a combination of theoretical concepts and practical applications, the course aims 

to equip students with the knowledge and skills necessary to manage security challenges in 

various organizational contexts.. 
Course Content Sequencing  

Weeks  Detailed Course Outline Allocated Time 

Week 1 Introduction to Institutional, Industrial, and Commercial 

Security 

Overview of the course objectives, structure, and assessment 

methods. 

Definition of key security terms and concepts. 

Discussion on the importance of security in organizational 

settings. 

2 hours 



Week 2 Threat Assessment and Risk Management 

Understanding different types of security threats in various 

sectors. 

Techniques for assessing and prioritizing security risks. 

Introduction to risk management strategies and frameworks. 

2 hours 

Week 3 Security Policies and Procedures 

Development of effective security policies and procedures. 

Analysis of the role of policies in promoting security awareness. 

Case studies highlighting the impact of well-implemented 

security protocols. 

2 hours 

Week 4 Physical Security Measures 

Examination of physical security components, such as access 

control and perimeter protection. 

Introduction to surveillance systems, alarms, and security 

lighting. 

Site visits to observe physical security implementations in real-

world settings. 

2 hours 

Week 5 Personnel Security and Training 

Discussion on the importance of personnel screening and 

background checks. 

Strategies for training employees in security protocols and 

emergency response. 

Role-playing exercises and simulations to enhance personnel 

security awareness. 

2 hours 

Week 6 Information and Cybersecurity 

Overview of information security risks and vulnerabilities. 

Introduction to cybersecurity practices for protecting proprietary 

information. 

Ethical considerations and legal implications in managing cyber 

threats. 

2 hours 

Week 7 Security Technologies and Systems 

Exploration of advanced security technologies, such as 

biometrics and AI-based analytics. 

Analysis of integrated security systems for comprehensive 

protection. 

Guest speakers from the industry to discuss the latest security 

innovations. 

2 hours 

Week 8 Emergency Preparedness and Response 

Strategies for developing emergency response plans and 

procedures. 

Role of communication systems in coordinating emergency 

response efforts. 

Tabletop exercises and simulations to test emergency 

preparedness. 

2 hours 

Week 9 Industrial and Workplace Safety 

Discussion on safety regulations and standards in industrial and 

commercial settings. 

Analysis of safety management systems and accident prevention 

strategies. 

Case studies illustrating the interplay between security and safety 

measures. 

2 hours 

Week 10 Compliance and Legal Aspects of Security 

Examination of legal requirements and regulations related to 

security. 

Overview of industry-specific compliance standards and 

certifications. 

2 hours 



Ethical considerations in security management and decision-

making. 

Week 11 Future Trends in Security Management 

Exploration of emerging technologies and trends in security 

Discussion on the role of AI, IoT, and data analytics in shaping 

security practices 

Final reflections on the course and its relevance in preparing 

students for security management roles 

2 hours 

Week 12 Revision 2 hours 

Week 13 Revision 2 hours 

Week 14 Examination  

Recommended Materials 
Ortmeier, P. J. (2017). "Introduction to Security: Operations and Management" (5th ed.). Burlington, MA: 
Butterworth-Heinemann. 
 
 
Fischer, R. J., Halibozek, E. P., & Walters, D. E. (2012). "Introduction to Security" (9th ed.). Boston, MA: 
Butterworth-Heinemann. 
 
Doss, D. A. (2012). "Security Planning and Design: A Guide for Architects and Building Design Professionals". 
Burlington, MA: Butterworth-Heinemann. 
 
Collins, C. L., & Duffy, C. E. (2019). "Safety and Security Planning for the Small to Mid-sized Business: Lessons 
from the Federal Safety Act". Boca Raton, FL: CRC Press. 
 
Gill, M. (2006). "Commercial Security: Alarms, Locks, and Security Systems". Waltham, MA: Butterworth-
Heinemann. 
 
Hough, J. M., & Mayhew, P. (Eds.). (2011). "Counter-Terrorism and the Private Sector". New York, NY: 
Routledge. 
 
Sutton, M. (2008). "The Commercialisation of Security in New York City since the 1970s". In S. Karstedt, I. 
Loader, & H. Strang (Eds.), Emotions, Crime and Justice (pp. 127-147). Oxford, England: Hart Publishing. 
 
Wemmers, J. (2013). "Victims in the War on Crime: The Use and Abuse of Victims' Rights". New York, NY: New 
York University Press. 
 
Schneider, F. W., Gruman, J. A., & Coutts, L. M. (Eds.). (2005). "Applied Social Psychology: Understanding and 
Addressing Social and Practical Problems". Thousand Oaks, CA: Sage Publications. 
 
Blanchard, B. S., & Fabrycky, W. J. (2006). "Systems Engineering and Analysis" (5th ed.). Upper Saddle River, NJ: 
Pearson Prentice Hall. 

 

 

 

 

 

 

 



 

 


